MHO®OPMAIIMOHHAS IIAMSITKA
JUISI OBYYATOIAXCS IVISI PASMEILEHUS
HA O®ULIMAJIBHBIX UHTEPHET-PECYPCAX

C kaxapIM TOJOM MOJOJEXH B HHTEPHETE CTAaHOBUTHCA OOJbINE, a IIKOJIHHUKH OIHH W3 CAMBIX aKTUBHBIX
nonp30oBaTeneil Pynera. Mexay TeM, MOMIMO OrPOMHOTO KOJHYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOoOIeMbl. JTa
MaMsITKa JIOJDKHA OMOYb TeOe 0€30IacHO HaXOIUThCS B CETH.

KoMunbrorepHbie BUPYCHI

KoMmbroTepHbIi BUPYC - 3TO PA3HOBHUIHOCTh KOMITBIOTEPHBIX MPOTPaMM, OTJIMUYUTEIHHON OCOOCHHOCTHIO KOTOPOM
SIBIISICTCSl CIIOCOOHOCTD K Pa3MHOKEHUIO. B JTomoiHeHne K 3TOMY, BUPYCHl MOTYT MTOBPEINUTH HITU TIOJIHOCTHIO YHUUTOXKHUTh
Bce (haiibl U TaHHBIC, TOAKOHTPOJLHBIC MOJB30BATEII0, OT KMEHHA KOTOPOTO ObLa 3amyIleHa 3apakeHHas mporpaMMa, a
TaKXe MOBPEANUTD WIN AaXKe YHHUTOXKHUTEH OMEPAHOHHYIO CHCTEMY O BceMu (aitmamu B 11e710M. B GONBIIMHCTBE ClydyaeB
PacIpOCTPAHSIOTCSl BUPYCHI Yepe3 HHTEPHET.

MeTo/1pI 3aITUTHI OT BPEJJOHOCHBIX IPOTPaMM:

1. Ucnonp3yil coBpeMeHHbIE ONEpaIiOHHbIE CUCTEMBI, UMEIOIINE CEePbe3HBbI YPOBEHb 3alUTHl OT BPEIOHOCHBIX
Iporpamm;

2. IocrossHHO ycTaHaBnUBai Mavtd (UUGPOBBIE 3aIIATKH, KOTOPbIE aBTOMATHYECKH YCTAaHABIMBAIOTCS C IEIBIO
JI0pabOTKU MPOTrpaMMbl) U APYrue OOHOBIIEHHS CBOCH ONEepalMOHHOM cucTeMbl. CKauuBail UX TOJBKO ¢ OGHIHAIBHOIO
caiita pa3paborunka OC. Ecnu cymecTByeT pexinM aBTOMaTHYeCKOT0 OOHOBIICHUS, BKITFOUH €T0;

3. Pabotaii Ha cBoeM KOMIbIOTEpE IOJ IpaBaMM IIOJIL30BATENs, a HE AaJMUHHUCTpaTopa. DTO HE IO3BOJIUT
OONBLIMHCTBY BPEAOHOCHBIX IPOTrPaMM HHCTAJUINPOBATHCS HA TBOEM IIEPCOHATBHOM KOMIIBIOTEDE;

4. Hcmonb3ydl aHTHBHPYCHBIC MPOTPAMMHBIC TPOAYKTHI H3BECTHBIX IPOM3BOIUTENEH, C aBTOMATHYCCKUM
obHoBIeHueM 0as;

5. Orpanuub GU3NUECKUH AOCTYH K KOMIBIOTEPY IS HOCTOPOHHMX JIHII;

6. Wcnonb3yii BHEIIHUE HOCHUTENH HH(POPMANMU, Takue Kak (remika, quck win (aill U3 MHTEPHETa, TOJIBKO H3
IIPOBEPEHHBIX HCTOYHHKOB;

7. He oTkpeiBaif KOMIIbIOTEpHBIE (hailibl, MOJyYEHHbIE W3 HEHAAEKHBIX MCTOUHHUKOB. Jlaxe Te Qaiibl, KOTOpbIE
NPUCIIaN TBOW 3HAKOMBIN. JlydIille yTOUHH y HEro, OTIIPABIISUI JIK OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He BUI mepemayd TaHHBIX, HE TEXHOJIOTHs, a BCEro Juiib OpeHja, mapka. Eme B 1991 romy
HHUJEpIaHcKas KoMmnaHus 3apeructpupoBana Opern "WECA", uro o6o3nauano cioBocoueranue "Wireless Fidelity",
KOTOPBII MEepeBOJUTCS Kak "OecpOBOHAS TOYHOCTS .

Jlo Hamero BpeMeHH Jioluia Japyras abOpeBuarypa, KOTopas sBJSIETCSl TAKOH K€ TeXHOIIoTHel. DTo abOpeBuarypa
"Wi-Fi". Takoe Ha3BaHue OBUIO JAHO C HAMEKOM Ha CTaHJIApT BBICIIEH 3ByKoBOW TexHukH Hi-Fi, uro B mepeBoje o3HayaeT
"BBICOKAsI TOYHOCTH'.

Ha, OecniaTHBIA MHTEPHET-AOCTYN B Kade, OTeNIIX W adporopTax sBISETCS OTIMYHOM BO3MOXKHOCTBIO BBIXOAA B
uHTepHeT. Ho MHOTHE 3KCIIepThI CUUTAOT, Y4TO 001IenocTymHbie Wi-Fi ceTH He SIBISIOTCS 0e30TacHBIMU.

CoBeTblI 110 6€30MacCHOCTH PabOThI B 00MIEJOCTYHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 uH(popMaiuio yepe3 odmenoctymnusie Wi-Fi cetn. PaGoTtast B HUX, )KenaTeNbHO HE
BBOJIUTH TIAPOJIH IOCTYTIA, JIOTHHBI U KAKHUE-TO HOMEPA;

2. Ucnonp3yii 1 OOHOBJISIA aHTUBUPYCHBIE MporpamMMmbl W Opanamayep. Tem cambiM Thl oOe3omacuiib ceOsi OT
3aKa4KH BUpyca Ha TBOE YCTPOMCTBO;



3. Ilpn ucnons3oBannu Wi-Fi otkmoun ¢ynkiuio "OOmuit goctyn K daitnam u npuntepam”. JlanHas GyHKOuS
3aKpbITa 110 YMOJIYAHHUIO, OJJHAKO HEKOTOPBIC MOJIb30BATENIN aKTHBUPYIOT €€ U YA0OCTBa MCHOIB30BaHUS B paboTe WIIN
yueoe;

4. He ucnions3yii myommunsii WI-FI 11 nepenauv THYHBIX TaHHBIX, HAIPUMEP JUTS BBIXO/IA B COIMATIBHBIE CETH WIIN
B JIEKTPOHHYIO IIOYTY;

5. Hcnonw3yii Tonpko 3amuiiennoe coenunenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-aapeca BBOIU
uMeHHO "https://";

6. B moOmmesHOM Tenedone otkmoun ¢yHknmtoo "llomkmiouenne k Wi-Fi aBTromarmuecku". He momyckait
aBTOMAaTHYECKOTO MOJKIIIOUEHHS ycTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

ConuajabHbIe CeTH

ComnmanpHbIe CETH aKTUBHO BXOMAT B HAITY JKW3Hb, MHOTHE JIFOIN PabOTArOT ¥ JKMUBYT TaM MOCTOSHHO, a B Facebook
YK€ 3aperUCTPUPOBAH MUILTHAP]] YETOBEK, UTO SBISETCS OJJHOM CebMOM BCEX MKHUTENEH ITaHeThl. MHOTHE MOJIb30BaTeIN
HC IIOHHUMAKT, 4YTO I/IH(I)OpMaIII/I}I, pa3MeHICHHa$I MU B COIMAJIBHBIX CCTAX, MOXKCET 61)ITB HaﬁneHa 1 HUCIIOJIB30BAaHA KEM
YTOJHO, B TOM YHUCJIC HE 00s13aTeIbHO ¢ OJaruMu HaMEPCHHUSIMHU.

OcHOBHBIE COBETHI 110 OE30MACHOCTH B COLUAIBHBIX CETAX:

1. Orpannyp ciucok apy3ei. Y TeOs B Ipy3bAX HE OJDKHO OBITH CITyYalHBIX M HE3HAKOMBIX JIFO/ICH;

2. 3ammmai CBOI YacTHYIO Xu3Hb. He ykaswiBail maponw, TeraedoHBI, agpeca, AaTy TBOETO POXKIACHHS U APYTYIO
TUYHYI0 MHQOpMAaIHO. 3JI0YMBIIUICHHUKA MOTYT WCIIOJNB30BaTh Jake WHPOPMAILUIO O TOM, KaK Thl U TBOU POJUTEIN

IIJTAaHUPYETE MPOBECTU KAHUKYJIbI;

3. 3ammmai CBOK pEIyTaluio - ACPXKH €€ B YHCTOTe W 3amaBail ceOe BOIMPOC: XOTen OBl ThI, YTOOBI IpYTHE
NOJIH30BATENN BUJIEIH, YTO ThI 3arpyxaemib? [logymaii, mpexze 4eM 4To-To OIyOJIMKOBATh, HAITUCATh U 3aTPY3UTh;

4. Ecnu THI TOBOPUIIH C JIIOJBMH, KOTOPHIX HE 3HAEIIh, HE HCIIONB3YH CBOE peabHOE UMS U JIPYTYIO JTUYHYIO
WHGOPMAIUH: UMsI, MECTO JKUTEIIbCTBA, MECTO YIeOBI U MpOoUee;

5. W3Oerait pasmemienus ¢ororpaduit B MHTepHeTe, rae Thl M300paKeH Ha MECTHOCTH, MO KOTOPOH MOXKHO
OTPEJICIIUTh TBOEC MECTOTOIOKCHHE;

6. I1pu perucTpanuu B COIMAIBHON CETH HEOOXOAUMO HUCTIONB30BaTh CIOXKHBIC MAPOJIH, COCTOSIIUE U3 OYKB U 1IUGP
1 C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. I[J'IH COLIHaJ'H:HOﬁ CCTH, IOYTHI U APYTrUx CcanToB H606XO,Z[I/IMO HCIIOJIb30BAaTh PA3HLBIC MAPOJIU. Torz[a ecnu Te0s
B3JIOMAlOT, TO 3JIOYMBIIIVICHHUKHU ITOJTYyYaT JOCTYII TOJIBKO K OAHOMY MECTY, 4 HC BO BCC Cpasy.

DJIEKTPOHHBIE JeHbI'H

DJEeKTpOHHBIE IEHBIH - 3TO OYeHb YJIOOHBIH CIIOCO0 TUIATEKEH, OJJHAKO CYIIECTBYIOT MOIICHHUKU, KOTOPBIE XOTAT
MOJIYYUTh OTU JACHBIH.

ONEeKTPOHHBIE IEHBI'H MOSBUINCH COBCEM HEIABHO M MMEHHO M3-3a 3TOT0 BO MHOTHMX TrOCYJapcTBax A0 CHX IOp HE
MIPOMHUCAHO PO HUX B 3aKOHAX.

B Poccunm xe oHmn (bYHKHHOHprIOT " 0 HUX YK€ MPOIMMUCAHO B 3aKOHC, I'I€ UX pasACIdrOT Ha HCCKOJIBKO BUIOB -
AHOHMMHBIC 1 HC aHOHHMHBIC. PaSHI/IHa B TOM, YTO aHOHUMHBIC - 3TO TC€, B KOTOPBIX pa3p€uIacTCa NpOBOAUTH OII€pallun
0e3 I/I,I[CHTI/I(l)I/IKaL[I/II/I IMOJIB30BaTECJIsA, @ B HCAHOHHUMHBIX I/I}_'ICHTI/I(i)I/IKaI_II/IH ITOJIL30BATENS SBIISIETCS 00SI3aTEILHOM.

Taxoke cremyer pa3nuyuaTh JIEKTPOHHBIE (UMATHBIE AEHBIUW (paBHBI TOCYIAPCTBEHHBIM BANIOTAM) U DJIEKTPOHHBIE
HeuaTHBIE JICHBTU (HE PaBHBI TOCYAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI IO OE€30MaCHON PabOTE C JIEKTPOHHBIMH JEHbIAMU:



1. ITpuBsku K cyeTy MOOMIIBHBIN TeneoH. DTO caMblil YAOOHBIN U OBICTPBIN c110cOO BOCCTAHOBUTDH JOCTYI K CUETY.
[IpuBsizanublii TeeOH MOMOXKET, €CIHM 3a0y/ellb CBOM IUIATS)KHBIM MApoJib WM 3alellb Ha CalT ¢ HE3HAKOMOI'O
YCTPOMCTBA;

2. HCHOﬂb3yﬁ OQHOPA30BbIC MAPOJIH. IIocne nepexoJia Ha YCWICHHYIO aBTOpU3allUIO Tebe YK€ HC 6yI[eT YIpoOKaThb
OIMIACHOCTB KPaXXH HUJIHU INEPEXBATA INIATEXKHOT'O IIapOoJIsd;

3. BriOepu cnoxHbii naposb. [IpecTynHukam OyAeT He MPOCTO yraiaTh CIOXKHBIN mapoib. HanexkHble mapoiu - 3To
MapoIv, KOTOPBIE CoIep)KaT He MeHee 8§ 3HAKOB M BKIIOYAIOT B ce0s CTPOYHBIC U MPOMUCHBIE OYKBBI, IIU(PHI U HECKOIBKO
CHUMBOJIOB, TaKHe KaK 3HaK jJoapa, (yHTa, BOCKIUIATENIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBO/IM CBOM JTMYHBIC JAHHBIC HA CaiiTaX, KOTOPHIM HE JIOBEPSCIIIb.
DJIeKTPOHHASI MOYTA

OJeKTpOHHAs IOYTa - 3TO TEXHOJIOIUS U IPEAOCTABISIEMBIE €10 YCIYTH 110 NMEPECHIIKE U MOMYYEHUIO 3JIEKTPOHHBIX
COOOIIEHUH, KOTOPBIE PACIPEAENSIOTCS B KOMMBIOTEpHOW ceTH. OOBIYHO JIEKTPOHHBIA TOYTOBBIA SIIUK BBHITISIIAT
ClefyIomUM 00pa3oM: HMs_IOJb30BaTeNA(@HUMs _JOMEHa. Takke KpoMmMe Iepelauyd HpOCTOro TeKCTa, HMeeTcs
BO3MOXKHOCTD TIepeiaBaTh (ailibl.

OCHOBHBIE COBETHI IO OE30IMACHON PabOoTe C IMEKTPOHHOH MOYTOH:

1. Hamo BbIOpaTh MpaBWIILHBIA TIOYTOBBIN cepBHC. B MHTEpHETE €CTh OTPOMHBIN BBHIOOp OECIUTATHBIX MOYTOBBIX
CEPBHCOB, OJHAKO JIyYIE TOBEPATH TEM, KOTO 3HACIIb M KTO IEPBLII B pEUTHHTE;

2. He yxa3biBaif B TH4HOI nouTe JruHy0 nHpopMmanuto. Hanpumep, mydimre BeIOpaTh "My3bIkanbHbIN (paHaT@" nian
"pox2013" BmecTo "Temal3";

3. Mcnonp3yil ABYXATalmHY aBTOPU3ALMUIO. DTO KOrAa MOMUMO Hapois HY>KHO BBOAUTH KOJ, MPUCBUIAEMBIN MO
SMS;

4. Bribepu CHOXHBIN Tapoib. sl KaXI0TO MOYTOBOTO SIIMKA JIOJDKEH OBITH CBOM HAAEKHBIN, YCTOWYUBBIN K
B3JIOMY T1apOJib;

5. Ecau ecTh BO3MOYKHOCTh HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOXKHOCTB;

6. Vcnonb3yil HECKOJIBKO MOYTOBBIX SIIUKOB. IlepBbIi Ui 4acTHOW NEpenucKH € aapecaTaMH, KOTOPBIM ThI
JOBepsielllb. ITO AIIEKTPOHHBIN aJipec He HaJI0 UCIIONIL30BATh MPU PETUCTPAIINU HA OpPyMax U caiTax;

7. He oTkpbIBaii ¢aiiasl 1 Jpyrue BIOXKEHUS B MUChMaXx, JJaKe €CIM OHH MPHUIIIIA OT TBOUX Jpy3eil. Jlyunie yrounu y
HUX, OTIIPABJISUIN JIU OHU TeOe 3Th (aiiibl;

8. Ilocne oxoHuyaHust PabOTHI HA MOYTOBOM CEPBHCE IEpe] 3aKPhITHEM BKJIAJKH C CAWTOM He 3a0yab HakaTh Ha
"Bemitn".

Ku0epOyiimHr nim BUPTyaJbHOE H31eBaTeJIbCTBO

KubepOymmHr - TpeciesoBaHWe COOOIIEHUSIMH, COJEpKAIIMMH OCKOpOJICHUS, arpeccuro, 3alyrHBaHUE;
XYJTUTaHCTBO; COIMaIbHOE OOMKOTHPOBAHUE C TIOMOIIBIO Pa3IIUYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 6OPHOE ¢ KHOEPOYIITMHIOM:

1. He Opocaiics B 6oii. Jlydmmii crocob: MOCOBETOBAaThCS KaK ceOS BECTH U, €CJIM HET TOro, K KOMY MOXHO
00paTHThCs, TO BHAYaJIe YCIIOKOWTHCA. ECIM Thl HayHEIIh OTBEYaTh OCKOPOJICHUSMH Ha OCKOPOJIEHUS, TO TOJBKO eIlle
0O0JIBIIIE PA30XKIKENTh KOHPIIUKT;

2. YnupaBisii cBoel KubepperyTanuei;



3. AHOHUMHOCTb B CETH MHUMaS. CyH.[eCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOUT 34 AHOHUMHBIM dKKayHTOM;

4. He cTrouT BecTH XyJIHTaHCKUI 00pa3 BUPTyalbHOU KU3HU. IHTEpHET PUKCHpyeT Bce TBOM JACUCTBUS U COXPAHSIET
uX. Y aanmuTh ux OyneT KpalHe 3aTpyIHUTEIBHO;

5. Cobmroaiil cBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupyit enunuunbiii HeratuB. OHOPa30BbIE OCKOPOHUTENBHBIE COOOLICHHS JydIlle UTHOPUPOBaTh. OOBIYHO
arpeccus peKpalaeTcs Ha Ha4yaJlbHOM CTaanu;

7. bau arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COIMAIBHBIX CETSIX €CTh BO3MOXHOCTH
OJIOKUPOBKH OTIPABKU COOOIICHH C ONPEICICHHBIX aJPECOB;

8. Ecniut 161 cBUAeTens kubepOymiara. TBOM NEHCTBUS: BBICTYIIUTH IPOTHB IPECIE0BATENS, TIOKA3aTh EMY, UYTO €T0
JIEHCTBYSI OIIEHWBAIOTCS HETAaTHUBHO, IOAJEPXKATh XKEPTBY, KOTOPOH HY)XKHa IICHXOJIOTHYECKas IOMOINb, COOOIINTH
B3POCIBIM O (PaKTE arpeCCUBHOTO TIOBE/ICHUS B CETH.

MoOuiabHbl1i Tenedon

CoBpemeHHbIe cMapT(HOHBI U IJIAHIIETHI COAEP)KAT B ceOc BIIOJHE B3POCHBIA (YHKIHOHAN, U TEHeph OHH MOTYT
KOHKYPHPOBAaTh CO CTAallMOHAPHBIMH KoMIbloTepamMu. OIHAKO, CPEICTB 3alMTHl AJS MOJOOHBIX YCTPOWCTB MOKAa OYEHb
Mano. TecTupoBaHue U MOUCK YA3BUMOCTEHW B HUX IIPOUCXOJUT HE TaK MHTeHCUBHO, Kak ais [IK, To ke camoe kacaercs u
MOOHMITBHBIX TPUIIOKEHHH.

CoBpeMeHHBIE MOOHWIBbHBIE Opay3epbl yXe MPAaKTHYECKH MOTHAIN HACTOJbHBIC AHAIOTH, OJHAKO PpaCIIUpEHHUE
(hyHKIMOHAA BIeYET 32 COOO0M OONBUIYIO CIIOKHOCTh U MEHBIIYIO 3alUILCHHOCTb.

I[aIIeKO HE BCC IMPOU3BOAUTCIIM BBIIIYCKAIOT O6HOBJI€HI/ISI, 3aKpbIBAIOIIUE KPUTHUYCCKUEC YASBUMOCTHU IJId CBOUX
YCTPOMCTB.

OCHOBHBIE COBETHI JIJIsl 0€30IaCHOCTH MOOHMIBLHOIO TeleoHa:

Huuero He sBnsercs MMO-HaCTOAIICMY OeCIIaTHEBIM. By,Z[L OCTOPOXCH, BCAb KOIr'la Tebe npeajaararoT OecIIaTHBIN
KOHTCHT, B HCEM MOT'YyT OBITh CKPBITBI KAKHUEC-TO IJIATHBIC YCIIYTH,

Hymait, ipexxae yem otnpaButh SMS, dhoto mwim Bugeo. Tel TOUHO 3HaeMIb, TJIe OHH OYAyT B KOHEYHOM HUTOTE?
Heo6xon1umo 00HOBIISATE ONEPalMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Hcnonb3yit aHTHBUPYCHBIE TPOTPaMMBI 111 MOOMJIBHBIX Tele()OHOB;

He 3arpy»xaii mpuaoeH!s1 OT HEM3BECTHOI'O MCTOYHHUKA, BEJlb OHU MOTYT COJCPIKATh BPEAOHOCHOE MPOrpaMMHOE
obecreyeHue;

[Tocme Toro Kak THI BBIMJEIIL C CaifTa, T/ie BBOAWI JIMYHYIO MHPOPMAIIHIO, 32l B HACTPOUKHN Opay3epa W yaamu
cookies;

[Tepuonnuecku nNpoBepsiii, KAKKE IUIATHBIE YCIYTM aKTUBUPOBAHbI HA TBOEM HOMEPE;
HaBaii cBOM HOMEp MOOMIIBHOTO TeJiehoHa TOIBKO JIFOASIM, KOTOPBIX ThI 3HACIIb U KOMY JOBEpSIELIb;

Bluetooth momkeH ObITH BHIKITFOUEH, KOT/IA Thl KM HE TOJIb3yelibesi. He 3a0biBaii MHOTIa TPOBEPSITH ITO.
Online urpst

CoBpeMeHHBIE OHJIAWH-UTPBI - 3TO KpPAacCOYHbIE, 3aXBaTBHIBAIOLIME pAa3BICUCHUs, OOBEAMHSIONINE COTHH ThICAY
YeNnoBeK Mo BceMy Mupy. Wrpokm uccienyroT JaHHBIH UM MHp, OOLIAIOTCA APYr C JIPYTrOM, BBIIOJHSIOT 3a/JaHus,
CpaXaroTCd ¢ MOHCTpaMHU U MOJTy4arOT OIIBIT. 3a YAOBOJIBCTBUE OHU IUIATAT: IIOKYIIAOT JUCK, OILIAYUBAIOT a6OHeMeHT HJIn
MPHOOPETAIOT KaKUE-TO OMIIHIH.



Bce atu cpenctBa mayT Ha MOJIepKaHUE W Pa3BUTHE WIPHI, @ TAaKXKe Ha caMmy OE30MaCHOCTh: COBEPIICHCTBYIOTCS
CHCTEMBl aBTOPH3AIIMH, BBITYCKAIOTCS HOBBIC MaTyd (MU(GPOBBIC 3aIUIATKU JIUISI MPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH
CEPBEPOB.

B HO)IO6HI)IX urpax CTOUT OIlaCaTbCA HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXH TBOCTO IIapOJisd, HA KOTOPOM
OCHOBaHa CUCTEMa aBTOPU3AIIUN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOT0 aKKayHTa:
1. Eciim mpyroii uTpok BemeT ceds TUI0XO0 WITH co37aeT Tebe HEMPHUATHOCTH, 3a0JIOKUPYH €ro B CIFICKE HTPOKOB;

2. HOH(&HyﬁCﬂ AIMUHUCTpATOpaM HUI'Pbl Ha INUIOXOC MOBCACHHUEC 3TOI0 UIPOKA, KCEJIATCIbHO IMPUWIOKHUTHL KaKHUE-TO
J0Ka3aTCJIbCTBA B BUAC CKPUHOB,

3. He yka3bIBaii mnuHyto nHGOPMAINIO B POQaiiiie Urphl;
4. YBaxail qpyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(hHIInanbHbIE TATYA U MOJIBL;

6. Mcnionb3yii ci0XHbIE U pa3Hble MapoJIy;

7. Jaxe BO BpeMs UIPbl HE CTOUT OTKIIIOYATh aHTUBHpYC. [IoKa Tl Urpaellib, TBOM KOMIOBIOTEP MOTYT 3apa3UTh.
@OUIIUHT WK KPajka JINYHBIX JaHHBIX

OOBIYHOH Kpaked JIeHeT U IOKYMEHTOB CETOJHS YK€ HUKOTO HE YIWBHILb, HO C Pa3BUTHEM WHTEPHET-TEXHOIOTUH
y Yy y >
37I0yMBIIUICHHUKH MEPEMECTUIINCH B MHTEPHET, U TIPOJIOJDKAIOT 3aHUMATHCS "MIOOUMBIM" JIEJIOM.

Tak mosiBHIACh HOBas yrpo3a: HWHTCPHET-MOIICHHHYECTBA WM (DUIIMHT, TIaBHAs IIeNb KOTOPOTO COCTOMT B
MOJTyYSHUH KOH(HUICHIIMAIBLHBIX JaHHBIX M0JIb30BaTeNCH - JJOTMHOB U mapoJjeit. Ha anrumiickom si3bike phishing yuraercs
kak ¢ummHr (o1 fishing - peiOHas noBmns, password - TapoJib).

OcHOBHBIE COBETHI IO OOPHOE C PUITMHTOM:

1. Cneau 3a cBoMM akkayHTOM. EciiM ThI MOjO3peBaciiib, YTO TBOS aHKeTa Oblja B3JOMaHa, TO HEOOXOIMMO
3a0JIOKHPOBATH €€ M COOOIIUThH aIMHUHUCTPATOPaM pecypca 00 3TOM Kak MOXHO CKOpee;

2. HCHOHBByﬁ Oe3omacHsble Be6-CaI>'ITI>I, B TOM YHCJIC, THTCPHET-MAra3MHOB U IIOUCKOBLIX CUCTCM;

3. Hcnonb3yii CIIOKHBIE M pa3HbIe Mapojiu. TakuM o0pa3om, eciiu Te0s B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJydYaT
JIOCTYTI TOJLKO K OJTHOMY TBOEMY IIPO(HITIO B CETH, a HE KO BCEM;

4. Ecnu TeOs B3JIOMaJId, TO HEOOXOIUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC J00aBJICHBI y TeOS B
JIPY3bSX, O TOM, 4TO TeOs B3JIOMAaJH W, BO3MOXXHO, OT TBOETO UMEHH OY/IET PacChUIaThCS CIaM M CCHUIKK Ha (DUITMHTOBBIE
CalTEHI,

5. Ycranosu HazgexHbri napons (PIN) Ha MoOMITBHBIH TenedoH;
6. OTKJII0UM COXpaHEHUE MapoJs B Opaysepe;

7. He oTkpbIBaii (aiiisl 1 qpyrue BIOXKEHUS B MIUChMaXx, aKe €CIM OHH NPHUIIUIA OT TBOUX Apy3ei. Jlydine yTounu y
HUX, OTIPABIISUIN JI OHU TeOe 3TU (aiibl.

Hudposas penyranus

Hudposast pemyrtamusi - 3TO HeraTuBHas WM MO3UTHBHAas uH(popMmauus B cetd o Tebe. Kommpomerupyromas
uHQOpMAIHs, pa3MellIeHHas: B HHTEPHETE, MOKET CEPhE3HBIM 00pa30M OTPa3UThCsl Ha TBOeH peanbHoM xu3HU. "Lludpoas
perytaius'" - 3TO TBOW UMUK, KOTOPBIH opMHpyeTcs: U3 HHPOPMAIIUHK O TeOe B MHTEPHETE.



TBoe MecTo KHUTCIIBCTBA, y‘l€6I>I, TBOC (1)I/IHaHCOBO€ IIOJIOKCHUC, 0COOEHHOCTH XapakKTepa U pacCKas3bl O OIU3KUX -
BCC OTO HaKaIlJIMBACTCsA B CCTHU.

MHorue MmoApOCTKH JICTKOMBICIICHHO OTHOCSTCS K IMyONMKanuu JTuyHOW MH(opmanuu B MHTEpHETE, He TIOHUMAs
BO3MOXHBIX MOCHENCTBHIA. THI lake HE CMOXKeEIb OTafaThCs O TOM, 4To (oTorpadus, pazmenieHHas 5 JeT Ha3ajl, craia
MPUYUHON OTKa3a MPUHATH TeOsI Ha paboTy.

KommenTapuu, pasmenieHre TBoux Gpororpaduii U Apyrue ASHCTBUS MOTYT HE UCUYE3HYTh JaXKe MOCHE TOTO, KaK ThI
WX yJanuinb. Tl He 3Haelb, KTO COXPaHWI 3Ty HH(pOpMaIHio, Tomaia JId OHA B TIONCKOBBIE CUCTEMBI U COXPAaHMIIACH JTH
OHa, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYKaroliye 01, KOTOpPBIe HAWAYT U yBUIAT 3T0. Haiftn mHpopMarmio MHOTO
JIET CITyCTsI CMOXET JF000H - Kak M3 JOOpPbIX MOOYXKACHUMN, TaK U C HAMEPECHUEM MPUYUHUTH BPEl. DTO MOXKET OBITh KTO
YTOJHO.

OCHOBHBIE COBETHI TI0 3aIIUTE UPPOBOH PEITyTAINH:
1. [Momymaii, mpex/ie YeM YTO-TO MyOJUKOBATh U MEpeaBaTh y ceOs B OJIOTE WU B COITUAILHOM CETH;

2. B Hactpoiikax nmpoduis yCTaHOBU OTpaHWUYEHHUS Ha MPOCMOTP TBOETO MPOQUIS U €r0 COAEPIKUMOT0, CleNail ero
TOJIBKO " 1S Ipy3eit”;

3. He pa3Mernaii 1 He yka3biBaii HH()OPMAIIUIO, KOTOPas MOYKET KOTO-TH00 OCKOPOJIATh HIIM OOMKATh.
ABTOpCKOe MPaBo

CoBpeMeHHbBIE MKOJIBHUKH - aKTUBHBIE MOJIb30BATENIN IUPPOBOTO MpocTpancTBa. OHAKO JaJeKO HE BCE 3HAOT, YTO
MOJb30BaHUE MHOTUMH BO3MOXKHOCTSIMH HHU(POBOrO MHpa TpeOyeT COOMIOACHUS NpaB Ha HWHTEIUICKTYaJbHYIO
COOCTBEHHOCTb.

TepmuH "HHTENNEKTyaTbHasE COOCTBEHHOCT" OTHOCUTCSA K PAa3IMYHBIM TBOPEHHSM YEIIOBEUYECKOTO yMa, HAaYMHAS C
HOBBIX HM300pETCHUWI M 3HAKOB, 00O3HAYAIOUIMX COOCTBEHHOCTh Ha MPOAYKTHl M YCIYTH, M 3aKaH4YMBas KHUTaAMH,
tdororpadusmu, KHHOGUIEMaMH U My3bIKaJIbHBIMH POU3BEICHUSMHU.

ABTOpCKHE MpaBa - 3TO NpaBa HAa HMHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTb Ha NPOU3BEACHUS HAYKH, JHUTEPATYpbl U
UCKYyCCTBa. ABTOPCKHE TpaBa BBICTYIAIOT B KAYECTBE TAPAaHTHU TOTO, YTO MHTEIICKTYaIbHBIH/TBOPUECKHIA TPYJ] aBTOpa HE
OyzeT HampacHbIM, JAacT €My CIIpPaBeUIMBbIE BO3MOXHOCTH 3apa0oTaTb Ha pE3yJlbTaTax CBOEro TpyZda, MOJIYYHTh
M3BECTHOCTh M mpu3HaHue. Hukro ©e3 paspemieHuss aBTOpa HE MOXKET BOCHPOM3BOAMTH €ro IMPOU3BEIEHHE,
pacmpocTpaHsTh, MyOJIMYHO JAEMOHCTPUPOBATh, MPOJABATh, HMIOPTHPOBATh, MYCKaTh B MPOKAT, MyOJUYHO HCIONHSATH,
MOKa3bIBaTh/UCIIONHATE B d(pHUpe Wi pa3meniats B HTepHeTe.

Hcnonb3oBanue "myupaTckoro” mporpaMMHOro 00ecriedeH sl MOKET IPUBECTH K MHOI'MM PHCKaM: OT IOTEPH JaHHBIX
K TBOUM aKKayHTaM /0 OJOKHPOBKM TBOETO YCTPOWCTBA, I/ie¢ YCTaHOBIIEHA HelleranbHas mporpamma. He crout Taxxke
3a0BIBaTh, YTO CYILIECTBYIOT JIeTaJlbHBIE U OECIIaTHbIE IPOTPaMMBI, KOTOPbIE MOXXHO HalTH B CETH.

O nopraJe
CereBUYOK.pd - TBOH TIaBHBIA COBETYMK B CETH. 3/IECh Thl MOXKEIIb Y3HATh O OE30MacCHOCTH B CETH MOHATHBIM U

JOCTYITHBIM SI3BIKOM, a IPU BO3HUKHOBEHUH KPUTHUECKON CUTyallud OOPaTHTHCS 32 COBETOM. A TaKkKe MPUHSTH y4acTHe B
KOHKYpPCax U CTaTh CaMbIM IU(POBBIM TPAXKTaHUHOM!



