Poodumesnbckoe cobpaHue

HE3OMACHOCTb JIETEVN B
MHTEPHETE



I]ens: npocBenieHue poaurenei no teme “besomacHocts aereit B cetu UuTepHeT”.

Iloozomoeumenvnuie meponpusmus:

- AHKCTUPOBAHUC YUAIIHUXCA I1I0 TCMC CO6paHI/IH;

- AHKCTUPOBAHUC pOI[I/ITCJ'ICﬁ I10 TCMC CO6paHI/IH;

- IIOATOTOBKA 6YKJ'IGT8, JJIA pOI[I/ITCJICﬁ I10 TCMC CO6paHI/IH.

X00 pooumenvckozo coopanus

Ceromgust Bce Oonbiie W OonblIe KOMIBIOTEPOB MOJKIIOUACTCS K paboTe B CETH
HNutepHer. Bce Oomnpliee KOMWYECTBO JAETEH MOJIy4YaeT BO3MOXKHOCTh padoOTaTh B
Hutepuere. Ho BMecTe ¢ TeM Bce ocTpee BCTaeT mpobiieMa oOecredeHus 0e30MacHOCTH
Hamux Jered B HMHrepHere. HTepHeT mpeacTaBisieT cO0OM OrpOMHOE KOJIMYECTBO
uH(popManuu, NpUYeM JajeKko He Bceraa Oe3onacHod. B cBs3u ¢ 3TUM M C TeM, 4YTO
BO3pAaCT, B KOTOPOM YEJIOBEK HayMHAET padoTaTh ¢ MHTEpHET, CTAHOBUTCS BCE MOJIOXKE,
BO3HUKAET Mpobiema obecrieueHus: 0e30MacHOCTH jAeTed. A KTO UM B 3TOM CMOXKET
IIOMOYb, €CJIH HE UX POAUTEIH U B3pOCibie?!

Pogutenu nomkHbl ObITH MHPOPMUPOBAHBI HE TOJIBKO O BO3MOXHOM OIMACHOCTH JIJIs
pebeHka, HO U crioco0ax o0ecreueHus ero 6e30MacHOCTH B ceTH MHTepHeT.

Cnengyer moHMMaTh, YTO MOAKIIOYasch K MHTepHer, Bam peOEHOK BCTpedaeTcs ¢
LEJIBIM PSAJIOM YIPO3, O KOTOPBIX OH MOXET JaXKe U HE 1mojo3peBaTh. OOBICHUTH €My 3TO
00s13aHbI POJIUTEIIN MEPE]T TEM, KaK pa3pelIuTh €My BbIX0J B UHTEpHET.

Kaxkue yrpo3sl BcTpeuatorcs Hanbosee yacto? Ilpexae Bcero:

e Yrpo3a 3apaskeHusi BpPeJOHOCHBIM IMIO. Benp anga pacnpocTpaHEHHs
BpeoHOCHOTO IIO M NpPOHWKHOBEHHS B KOMIIBIOTEPBI HCIIOJIB3YETCA LENBIA CIEKTP
MeToJ10B. Cpell TakuX METOJO0B MOXHO OTMETHUTb HE TOJBKO MOYTY, KOMITAKT-IHUCKH,
JMCKETHI M TPOUNE CMEHHbIE HOCUTENU UHPOPMAIIMU WK CKayaHHble U3 IHTepHET (hailiibl.
Hampumep, nmporpammHoe o0GecrieueHue i1 MTHOBEHHOT0 0OMEHa COOOIIECHUSAMHU CerOTHS
SBJISIFOTCS. TIPOCTBIM  CITOCOOOM  paclpoCTpaHEHUs BUPYCOB, TaK KaK OYEHb YacTo
UCIIONIB3YIOTCSL JUIs TpsiMoi miepenaun ¢ainoB. [leTH, HEUCKYIIEHHbIE B BOIPOCAX
COIMAJIbHOM HMH)KEHEPHH, MOTYT JIETKO MOMACThCA Ha YrOBOPHI 3JIOYMBIIUICHHUKA. JTOT
METOJ] YaCTO MCIOJIb3yETCS XaKepaMu JJI paclpOCTPaHEHUS TPOSHCKUX BUPYCOB.

o JlocTynl K He:KeJlaTeJbHOMY cojep:kumMomy. Benb ceroms gena oOCTOST TakuMm
oOpa3oM, 4to 000 pedeHOK, BRIXOAAmMi B HTEpHET, MOXKET MpocMaTpUBaTh JIIOObIE
Marepuasibl. A 3TO HacWIME, HApKOTUKW TOpHOrpadus, CTPaHULbl MOATAIKUBAIOIIUE
MOJIOJICKb K CaMOyOHIICTBaM, aHOpPEKCUM (OTKa3 OT MpueMa MUIH), yOUcTBaM, CTpaHHUIIbI
C HAIMOHAJTMCTUYECKOW WM OTKPOBEHHO (DAIIUCTCKON HACOJIOTMEH M MHOTOe-MHOTOe
npyroe. Benp Bce 3To nocrynHo B MHTepHer 6e3 orpanuuenuil. Yacto ObIBaeT Tak, 4To
MPOCMOTP 3TUX CTPAHUIl Ja)Xe HE 3aBUCUT OT peOdeHKa, BeJAb Ha MHOTHX CcalTax
O0TOOpaXaroTCsl BCIUIBIBAIONIME OKHAa CoOJepiKalue JIroO0yr HH(OpMaIuio, yaiie BCEro
MOPHOTPaPUIECKOTO XapaKTepa;

o KOHTaKkTBI ¢ HE3HAKOMBIMH JIIOABMH € NMOMONIIBK) YaTOB MJIM 3JIEKTPOHHOM
nouthbl. Bce daie u yarie 3710yMBIIUICHHUKHA UCTIOIB3YIOT 3TH KaHAJBI ISl TOTO, YTOOBI
3aCTaBUTh JETEH BbIATH JIMUHYIO HHpOpManuio. B npyrux ciaydasx 3TO MOTYT OBITh
neopuIbl, KOTOPhIE HMIIMYT HOBBIE >KEPTBHI. BhinaBas ceOst 3a CBEpCTHUKA JKEPTBBI, OHU
MOTYT BBIBE/IBIBATh JIMUYHYIO HH()OPMAITUIO U UCKATh JINYHON BCTPEUH;


http://www.outsidethebox.ms/x-files/windows-search/
http://www.outsidethebox.ms/x-files/windows-search/

» HekonTposmmpyemble mokynku. He cmMorps Ha TO, 4TOo nmokynku uyepe3 MHTepHeT
MOKa eIle SIBJSIOTCS K30TUKOM JIJisi OOJIBIIMHCTBA M3 HAC, OJTHAKO HEJalieK TOT 4yac, Koraa
3Ta yrpo3a MOXKET CTaTh BECbMa aKTyaJbHOM.

Nmenno oOecrieueHnio 0€30MaCHOCTH HAIIUX JeTed Ipu MpeObIBAHUM B CETH
HHTepHET 1 Oy/IeT MOCBAIIEHO HAIlle poAUTeNnbckoe codpanue. (CAAHJI Nel)

HNHTEepHEeT 3TO IpeKpacHOe MECTO JJIsi OOIIeHUs, 00yUeHUs M OT/bIXa. MiHTepHeT mo3BoJser
Bam: (CHHAH Ne2)

* 001IaThCS C IPY3bSIMH, CEMbEN, KOJUIETaMU;

* MOJTy4YaTh JOCTYI K HH()OPMAITUU U Pa3BICUCHUSIM;

* YYUTHCS, BCTPEUATHCS C JIFOJIBMH U Y3HAaBaTh HOBOE.

Ho ctout moHmMaTh, 4TO KaKk W HaIl peajbHBI MHUpP, BCEMHpPHAs MayTHHA TaK Ke
MOKeT OBITH BechbMa U BechMa omacHa. (CIAMJI Ne3)VIHTepHET SBIAETCA MPEKPACHBIM
HMCTOYHUKOM JIJi1 HOBBIX 3HAHUM, momoraer B yueOe, 3aHuMmaer gocyr. Ho B To xe
BpeMsi, CeTb TauT B ce0e MHOrO OIMAacCHOCTECH. Q0s3amenvbHO HYHCHO NO2080PUMb C
oemovmu, OOBSICHUTD, YTO MOTYT BOSHUKATh Pa3IMUHbIC HEMIPUATHBIC CUTYAlIMH U TO, KaK U3
HUX JIyq9IIuM 00pa3oM BbIXOAUTH. [loMHHMTE, dYTO 6€30macCHOCTh BalUX JeTeld B
HNurepuere, na 90%0 3aBucut ot Bac.

(CHIAHJ Ned) Eme HenaBHO KOMIIBIOTEpHI OBLIM CKOpEe POCKOIIBIO, HO yXe ceiuac
SIBJISIFOTCS UyTh JIU HE “TIPEeAMETOM IEPBOM HEOOXOAMMOCTH .
Pe3ynbrarel aHKETUPOBAHUS JIETEH IIKOJIBI TTOKA3aJIH, YTo:
1. 100 % pneteit umerot noma kommnbtotep 100% aeteit umeroT MOOUIIbHBIE TeNe(OHBI
(CHAH NeS)
2. 100% nereit umeroT noctyn Kk MaTepHETY ¢ KoMmbiotepa 100% mereit mmeroT
noctyn k UHtepHery ¢ tenedoHa
(CIIAHJT Ne6)
3. 100% nerent Beixoaar B utepHeT camocTtositenibHO 100% mox koHTposieM
poauteneit 100% BmecTe ¢ poauTensiMu
B cpeonem esrcednegno oemu npogoosm 3a Hum no 4 yaca 8 0eHb
3. U3 euooe deamenvrocnmu, npeoodiadaromux 6 00WeHuu ¢ KOMRbIOMEPoOM, Oemu
Ha nepeoe mecmo nOCMAasuiu — KomnoiomepHole uzpovl. 96 % u3 Hux Kaxicowvlii OeHb
u2pawom ¢ KomnvromepHole uzpovl, npudem 51% morcem nauamsy uzpams, oaxce ne
noooeoas.
4. Ha emopom mecme — oouienue 8 Cemu. 70% nonvzyromca Hnmepuemom — u3 Hux
100% oowaromcea 6 couuanvuwvix cemax, 63% - uzparom 6 cemegvle OHAAUH_UZDbL.
5. anee demu gvlouparom npocayuiueanue My3vlKu, pucoganue, neuantd
00KyMmenmog coomeenmcmeenno 46%, 135 u 1%
6. 38% -npu onpedenenuu peimunza UcnoJ1b306aHUs C80000HO020 8pemeHu Ha
Mecmo NOCMAaguiu KOMRbiOmep, UCKIIOUUE RPU INOM 3AHAMUA CHODHOM,
NPO2YIKU HA 8030YXe, OOULCHUE C CEMbEIL.

Kto xe 3anmmuTuT Hamux aerei? [ 3ammTel geteit 0bu1 nmpuHaT OeaepanbHblil 3aK0OH
Poccutiickoit ®enepanuu ot 29 nexadps 2010 r. N 436-DO3(CHAHL Ne7)
"0 3auwgume oemeit om unghopmayuu, npuuUHAIOULEH 8PEO UX 300P06bIO U pazeumuto’




JlaHHBI 3aKOH YCTaHABIMBAET IpPaBWJIAa MEIWa0e30MacHOCTH AETe npu 00OpoTe Ha
teppuropun  PoccuM  mpoaykuMM - CpeAcTB  MaccoBOM  MHGOpMAanMM, IEYaTHOW,
ayJIMOBU3yaJIbHOM MPOIYKIUU Ha JHOOBIX BHJAX HOCHUTENEH, nporpamm it OBM u 6a3
JTaHHBIX, a TaKXe UH(pOpMaLUH, pa3meraemMoi B MH(POPMALIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETSAX U CETSX MOABIKHOW paauoTene)OHHOM CBSI3H.

(CJIAHJT Ne8) Nudopmanuonnas 0€30MacHOCTDb JIeTel - 3TO COCTOSHUE 3aIUIIEHHOCTH
JETEH, MPU KOTOPOM OTCYTCTBYET PHCK, CBA3aHHBIN ¢ MpUYMHEHHEM WH(pOpMaIueii, B TOM
quclie pacrpocTpaHsemMod B ceTu HHTepHeT, Bpeda HX 3I0pOBbIO, (DU3HUECKOMY,
MICUXUYECKOMY, TYXOBHOMY U HPABCTBEHHOMY Pa3BUTHIO

VYrpo3sl, nojacTpuramime pedeHka B cetu MHTepHeT:

(CITAHJT 9) Nlaxe crnydaiHbIi KIUK IO BCIUIBIBIIEMY GAHHEpPY WM MEPEXOJ IO CCBLIKE
MOYET ITPUBECTH HA CAUT C OIIACHBIM COAECPKUMBIM!

(CTAHT 10) Toprorpadus. OmacHa W30BITOYHON HH(pOpMAamuMeli U TPYOBIM, HYacTo
W3BPAILCHHBIM, HaTypalu3MoOM. Memaer pa3BUTUIO €CTECTBEHHBIX 3MOLIMOHAIBHBIX
IIPUBS3aHHOCTE.

(CITAHJT 11) JlenipeccuBHEIE MOJOJCKHBIE TEUEHHS. PeGEHOK MOXKET IIOBEPHTB, UTO
HIpaMbl — JIydlllee YKpalleHue, a Cyuu — BCEro JIMIIb crioco0 n30aBiaeHus OT MpoOeM.
(CITAHJT 12) JlenpeccuBHBIE MOJNOJEKHBIE TEUCHHS. PeOEHOK MOXET IIOBEPHTB, UTO
HIpaMbl — JIydlllee YKpalleHue, a Cyuu — BCEro JIMIIb crioco0 n30aBiaeHMs OT MpoOeM.
(CIAHJT 13) Caiitel 3HaKOMCTB. K COXaneHHMIO yxke OBUIO MHOTO CIydaeB, KOTJa
neaopuiIbl BbIJABAIM ce0s 3a OJHOIO M3 JETEH WM BBIAYMAHHBIX MEPCOHAXKEU, YTOOBI
BOMTHU K HUM B JIOBEPHUE U 3aBECTH IMOILIbIE WIIA OTKPBITO CEKCyalbHbIE O€Cebl C HUMU WU
Jake IOTOBOPUTHCS O JIMYHOM BCTpeye.

(CTAHT 14) Cextel. BupTyansHslii cobeceJHUK HE CXBATHUT 33 PyKy, HO €My BIIOIHE IO
cujaM “IPOHUKHYTH B MBICIIM Y MOBJIMATH HA B3Il HA MUD.

UToOsl MpeAnpUHITH KOMIUIEKCHBIE MEPHI IO 00ecTieueHnto 6e3onacHocTy B UHTepHeTe,
WHCTPYKTUPYWTE CBOUX JAETEU U KOHTPOJUPYHTE uX nerctsusa B UHtepHere. [loroBopurech
0 YETKHX TpaBuiIax MpocMoTpa BeO-cTpanull U urp B UHTepHETe, onupasich Ha 3peocThb
BaIlIMX JIeTeH U ceMeiHbIe IieHHocTH. O0paliaiite BHUMaHHE HA TO, YeM 3aHMMAIOTCS Ballld
netu B IHTepHETE U ¢ KeM OHU TaM OOIIAI0TCS

IIpuBeneM HECKOJIBKO PEKOMEHIAIMK, C TMOMOIIBK KOTOpBhIX mnocenieHne HTepHeTa
MOJKET CTaTh MEHEE OIMACHBIM JIJIS BallIUX JETEMU:

1. [Tocemaitte MaTEpHET BMECTE C AeThbMHU. [1OOMIpSITE BallIMX AETEN ACIIUTHCS C
BaMM MX yClI€XaMM U HEyJauaMH B Jiejie ocBoeHus MHTepHera.
2. OObsicHuTE neTIM, 4To eciau B VHTepHeT 4To-mub0 OECHOKOUT UX, TO UM

CIIEIyeT HE CKPBIBATh 3TOTO, a IMOACIHUTHCSI ¢ BaMH CBOMM OecrokoricTBoM. CocTaBbTe
CIIUCOK TIpaBWJI paboThl feTedl B MHTEpHET W MOMHHTE, YTO JyUIlle TBEPIIOE «HET», YeM
HEeyBepeHHOE «J1a». [lycTh orpanndenust Oy 1yT MUHUMAJIBHBI, HO 3aTO JIEHCTBOBATH BCETIA
1 0€3 OrOBOPOK.

3. OObsicHuTe pedeHKy, YTO MPHU OOIIEHWH B YaTax, UCIOIH30BAHUU MPOTPAMM
MTHOBEHHOTO oOMmeHa coobmenusmu (tuna [CQ, Microsoft Messenger u  T.1.),
WCIIOJIb30BAaHUU OH-JIAWH WTP U JAPYTHX CHUTYaIUsAX, TPEOYIONIUX PETUCTPAINH, HEIb3s



UCIIOJIb30BATh PEAIbHOC MM, IOMOTHUTE BallleMy PEOCHKY BBIOPATh PETHCTPAIHOHHOE MM,
HE coJepiKalllee HUKaKoW JIMYHON uHpopMaIum;

4. OOBbsacHUTE peOCHKY, YTO HENb3s BBIJaBaTh CBOM JIMYHBIC JaHHBIC, TAKHE KaK
JOMAIIIHUH ajpec, HoMep TeleoHa U JII0YIO JAPYryIo JHYHYI0 WH(GOPMAIHMIO, HAIpUuMep,
HOMEp IIKOJIbI, KJIACC, JTFOOMMOE MECTO MPOTYJIKH, BPeMsl BO3BpAIlCHHUS JTOMOM, MECTO
paboThI OTIIA WIIK MATEePH U T.1I.;

5. OObsicauTe peOCHKY, UTO HEJIb3s BbIIaBaTh CBOM JINYHBIC TAHHBIC, TAKHE KaK
JOMAIITHANA ajapec, Homep TeiedoHa H JIOO0YI0 JAPYTrylo JUYHYIO HH(POPMAIIUIO,
HaIpuMep, HOMEp IIKOJIBI, KJIAcC, JOOMMOE MECTO IPOTYJIKH, BpEMS BO3BpAIICHHS
JIOMO¥, MeCTO pabOThI OTIIA MM MATePH H T.J

6. O0psacHuTe cBOeMY peOeHKY, UTO, KakK U B pPEaJIbHOM KU3HU U B VIHTEpHET HET
Pa3HUILIBI MEXAY HEMPABUIbHBIMU U MPAaBUJIBHBIMU MTOCTYIIKAMU;
7. Hayuurte Bammx aereil yBaxkatb coOeceqHUKOB B MHTepHeT. YOeauTech, 4To

OHU TIOHHMMAIOT, YTO MpaBWjia XOPOIIEro TOHA JCWCTBYIOT OJMHAKOBO B MHTEpHET U B
peAIbHOM KU3HHU;

8. CxaxxuTe UM, 4TO HUKOTJa HE CTOUT BCTPEYAThCs C JIPpy3bsiMU U3 MHTEpHETA.
Bens o MOTyT OKa3aThbCsl COBCEM HE TEMH, 3a KOTO ce0s BBIJAIOT;

9. OOBsICHUTE HETSIM, YTO JAJIEKO HE BCE, YTO OHM MOTYT MPOYECTh WIIM YBUJIETH B
Nutepuere — npasaa. [Ipuyunte ux cupammBaTh O TOM, B UM OHU HE YBEPEHBI;

10. KomneroTep ¢ noakimodeHueM K UHTepHeTy H0JKEeH HaXOAUThCA B O0IIel KOMHATE

11. ITpuyuute cedst 3HAKOMUTHCS C CallTaMU, KOTOPHIE TTOCEIAIOT BAIlI JIETH.

12. He 3a0mIBaiiTe KOHTpOIHMPOBATh AceTedl B MHTEpHETE ¢ MOMOIIBIO CIEIHATEHOTO
MPOTPaMMHOT0 oOecrieueHusl. ITO MOMOKET BaM OT(PHIBTPOBBIBATH BPEIOHOCHOE
COJIep>KaHME, BBIACHUTh, KAKME CaThl HA CAaMOM JieJie MOceIlaeT Ball peOeHOK U 4TO
OH TaM JIeJacT.

Cnucok nporpamMm — GUIBTPOB

(CJIAUJT Ne27) Power Spy 2008 (http://www.securitylab.ru/software/301944.php) -
nporpaMmy yAOOHO HCIOJIb30BaTh, YTOOBI y3HAaTh, YE€M 3aHSATHI JI€TH B OTCYTCTBHUE
POIUTENEH.

(CJIAMJT Ne28) iProtectYou Pro (http:/soft.mail.ru/program_page.php?grp=5382) -
nporpaMMa-(anLTp HHTCPHCTA, IIO3BOJIACT POAUTCIIAM OI'paHUYMBATL 110 PA3HBIM

rapameTpam CanTbl, IPOCMATPUBAEMBIE JETHMHU.

(CIAHT Ne29) KidsControl (http:/soft.mail.ru/program_page.php?qrp=47967) -
KOHTPOJIb BpEMEHHU, KOTOPOE peOECHOK MPOBOIUT B UHTEPHETE.

(CJIAJT Ne30) CYBERSsitter (http://www.securitylab.ru/software/240522.php) - naer
BO3MOKXHOCTb OTPaHNYNBATHL JOCTYII I[eTeﬁ K HCIKCJIAaTCIIbHBIM PECypCaM B I/IHTepHeTe.

Ku6epMawma 1.0b (http://www.securitylab.ru/software/273998.php) - KubepMama
MIPOCIIEAUT 3a BpeMeHeM paboThI, MPEAYIPEAUT peOeHKA O TOM, YTO CKOPO €My HY>KHO



http://www.securitylab.ru/software/301944.php
http://soft.mail.ru/program_page.php?grp=5382
http://soft.mail.ru/program_page.php?grp=47967
http://www.securitylab.ru/software/240522.php
http://www.securitylab.ru/software/273998.php

OyIeT OTIIOXHYTh U IPUOCTAHOBUT PabOTy KOMITBIOTEPA, KOT/Ia 3aJJaHHOE BAMU BpeMs
UCTEYET.

KubepMama nojajiep>kMBaeT Cieayonue BO3MOXKHOCTH:

- OrpaHu4eHue 1Mo CyMMapHOMYy BpeMEHU paOOThI

- [Togneprkka nepepsiBOB B paboTe

- [Togneprka pa3penieHHbIX HUHTEPBAIOB PAOOTHI

- Bo3aMokHOCTB 3ampera uHTEpHETa

- Bo3MokHOCTB 3ampeTa urp/mporpamMmm

CnHcoK HCTOIB30BAHHBIX PECYPCOB

1. AsOyka 0ezonacnoctu. B Mutepnere http://azbez.com/safety/internet

2. Axmuu nerckoro moprtana Tvidi.Ru."llpaBuna 6ezonacHoctu B cetu MuaTepner”

http://www.fid.su/projects/saferinternet/year/actions/tvidi/

3. AHkera «HaTepuer u NS TUKIIACCHUKI.

http://ludmilakarnazhitska.blogspot.com/2010/11/blog-post_21.html

4. beszonacHocTbh Aered B MaTepHere http://www.obzh.info/novosti/novoe/bezopasnost-

detei-v-internete.html

5. Komunouxka AKTUBHBIX METOJIOB oOyueHust http://www.moi-

universitet.ru/ebooks/kamo/kamo/

6. Marepuassl caiita « laTepHemkay http://interneshka.net/
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http://www.0szone.net/6213/



http://www.oszone.net/6213/

